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Abstract: This paper presents efficiently computable algorithms that generate the
co-Diffie-Hellman problem (the co-DH problem for short) over elliptic curves and a
special class of the co-DH problems. The reduction of the co-DH problem to that
special problem is explicitly described.
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§1. Introduction
Discrete logarithm problem is one of the most useful number-theoretic problems and
has many applications in cryptography. It can be defined on any efficiently computable
cyclic group and as the underlying group, the rational points on an elliptic curve has been
receiving much attention. For the purpose of analysis of discrete logarithm problem over
elliptic curves, the Weil and the Tate pairings have been used [1], [5], [8], [9], [10].
Recently the Sakai-Ohgishi-Kasahara [11], the Boneh-Franklin [2] and the Joux [6],
[7] papers have initiated a new field in cryptography, pairing-based cryptosystems, in the
construction of which the Weil or Tate pairing on supersingular elliptic curves is used as a
building block. Boneh, Lynn and Shacham [4] and Boneh, Gentry, Lynn and Shacham [3]
presented cryptosystems constructed with ordinary elliptic curves. Their cryptosystems
are based on an extension of the Diffie-Hellman problem, the co-Diffie-Hellman problem
(the co-DH problem for short), which can be defined on a pair of cyclic groups of the
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same order.
The co-Diffie-Hellman (co-DH) problem on (G1, G2) Let G1 and G2 be cyclic groups
of order l generated by P1 and P2, respectively. The co-Diffie-Hellman problem on (G1, G2)
is given (P1, aP1, P2) to compute aP2.
This paper presents efficiently computable algorithms that generate the co-DH prob-
lem over elliptic curves and its special-class problem. Moreover, the reduction of the
co-DH problem to that special problem is explicitly described. This means the proposed
special-class problem is the hardest one among the co-DH problems over elliptic curves.
§2. Preliminaries
Through this paper, we follow the notation and definition in [12] for elliptic curves.
Let E be an ordinary elliptic curve over a finite field with q elements, Fq, and φ denote the
qth-power Frobenius endomorphism on E. Let P ∈ E(Fq) be a point of order l and E[l]
denote the l-torsion points group. In this paper, we assume that the order l is odd prime
number other than the characteristic of Fq and that l 6 |(q− 1), which imply E[l] 6⊂ E(Fq)
and the trace of φ 6= 2. Let k denote the smallest positive integer such that l|(qk − 1).
Then it follows that E[l] ⊂ E(Fqk) (see [1]).
Since l 6 |(q − 1), a Z/lZ-linear representation of (the action of) φ on E[l] has two
distinct eigenvalues, 1 and q mod l, and then there is a point Q(6= O) ∈ E[l] such that
φ(Q) − [q mod l]Q = O. Thus we see that E[l] is decomposed as E[l] = 〈P 〉 ⊕ 〈Q〉 and
that the cyclic groups 〈P 〉 and 〈Q〉 are the eigenspaces corresponding to the eigenvalues
1 and q mod l, and annihilated by (φ− 1) and (φ− [q mod l]), respectively. Moreover we
have the following group isomorphism:
(proj1, proj2) : E[l] → 〈P 〉 × 〈Q〉; r1P + r2Q 7→ (r1P, r2Q)
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where we define proj1 and proj2 as
proj1 : E[l] → 〈P 〉; R 7→ proj1(R) = [(1− q)
−1 mod l] ◦ (φ− [q mod l])R
proj2 : E[l] → 〈Q〉; R 7→ proj2(R) = [(q − 1)
−1 mod l] ◦ (φ− 1)R.
§3. Instance Generator
When we discuss the difficulty of a problem in practical cryptography, we require that
the instance of a problem can be generated by a probabilistic polynomial-time machine.
Assume that we have a prime number l and an ordinary elliptic curve E defined over
Fq such that l divides #E(Fq) and does not divide q(q−1). Let k be the smallest positive
integer such that l|(qk − 1).
Firstly, we study the group structure of the l-part of E(Fqk). In the previous sections,
we used a Z/lZ-linear representation of the qth-power Frobenius endomorphism φ on E[l],
whereas here we consider a representation φl of φ on the Tate module Tl(E). Recall
Tl(E) is isomorphic to {(R1, R2, . . .) ∈ ⊕
∞
i=1E[l
i] ; [l]Rj+1 = Rj for any j}. We saw in the
previous sections that under the assumption l 6 |(q − 1), the eigenequation of Z/lZ-linear
representation of φ has two distinct roots. Then the eigenequation of φl has two distinct
l-adic integer roots λ1, λ2 such that λ1 = 1+cl
d and λ2 = (q mod l)+c
′le for some rational
integers d, e and some c, c′ in Z×l . Thus Tl(E) can be decomposed as Tl(E) = Tλ1 ⊕ Tλ2
where the eigenspaces Tλ1 and Tλ2 correspond to λ1 and λ2, respectively. Let (Tλj )i be
the i-th component of the eigenspace Tλj , (Tλj )i = {R ∈ E[l
i]; φR = λjR}. Then, it is
easy to see that (Tλ1)i and (Tλ2)i are cyclic groups of order l
i. Note that since λ1 = 1+cl
d
and c ∈ Z×l , the l-part of E(Fq) is (Tλ1)d. Using these notations, it is easy to see that for
any k′, (Tλ1)d+1 ⊂ E(Fqk′ ) if and only if l|k
′. On the other hand, since k is the minimum
integer such that qk ≡ 1 (mod l), it follows that k|(l − 1). Then for such k, we have
(Tλ1)d+i ∩ E(Fqk) = (Tλ1)d for any i.
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Consequently, if f is the integer such that lf ||#E(Fqk), then we can determine the
group structure of the l-part of E(Fq) as follows:
the l-part of E(Fqk) = (Tλ1)d ⊕ (Tλ2)f−d.
Now we describe an algorithm G that generates an instance of co-Diffie-Hellman prob-
lem.
Let m be the cardinality of E(Fqk),
Algorithm
[Step 1] Randomly choose a point T ∈ E(Fqk), and compute T
′ = [m/lf ]T .
[Step 2] Find the minimum integer j such that [lj ]T ′ = O, and set R = [lj−1]T ′. If R is
Fq-rational, then goto Step 1.
[Step 3] Randomly choose r ∈ Z/lZ and set R′ = [r]R.
[Step 4] Randomly choose any point S ∈ E(Fq), and compute S
′ = [m/ld]S.
[Step 5] Find the minimum integer i such that [li]S ′ = O, and set P = [li−1]S ′.
[Step 6] Output a problem instance (R, R′, P ).
Since the point T is randomly chosen from E(Fqk), the point T
′ = [m/lf ]T is uniformly
distributed on the l-part of E(Fqk). Here we note that we can choose a non-Fq-rational
point R in Step 2 with overwhelming probability.
Finally we obtain the following theorem.
Theorem 1. Assume there exists the following elliptic curve generation algorithm I.
Elliptic curve generation algorithm I: On input 1n (n: security parameter), the
elliptic curve generation algorithm I outputs an elliptic curve parameter i = (E, Fq, l, Fqk).
We assume that i = (E, Fq, l, Fqk) satisfies the following:
– E is an ordinary elliptic curve over Fq.
– l is a prime number coprime to q.
– l divides #E(Fq) and does not divide (q − 1).
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– k is the smallest positive integer such that l|(qk − 1).
– There is a polynomial p(·) such that the size of q and l is upper-bounded by p(n) and
the size of k is upper-bounded by log p(n).
Then we can construct an efficiently computable instance generation algorithm G of the
co-Diffie-Hellman problem over E which takes i = (E, Fq, l, Fqk) as input and outputs
an instance (R, R′, P ) of the co-Diffie-Hellman problem on E such that
– R is a point of order l in E(Fqk) \ E(Fq)
– R′ is uniformly distributed over 〈R〉
– P is a point of order l in E(Fq).
The solution of a problem instance (R, R′, P ) is a point P ′ such that logR R
′ = logP P
′.
If we modify [Step 1] in the above Algorithm as follows:
[Step 1’] Randomly choose a point T ∈ E(Fqk), and compute T
′ = (φ− 1)[m/lf ]T .
Then we obtain the following corollary.
Corollary 1. Assume that there exists the same elliptic curve generation algorithm
I as in the previous theorem. Then we can construct an efficiently computable instance
generation algorithm G′ of the special co-Diffie-Hellman problem over E which
takes i = (E, Fq, l, Fqk) as input and outputs an instance (Q, Q
′, P ) of the special co-
Diffie-Hellman problem over E such that
– Q is a point of order l annihilated by (φ− q)
– Q′ is uniformly distributed over 〈Q〉
– P is a point of order l in E(Fq).
The solution of a problem instance (Q, Q′, P ) is a point P ′ such that logQ Q
′ = logP P
′.
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§4. Reductions
Let G be the instance generator of the general co-DH problem based on an elliptic
curve generation algorithm I. Let G′ be the instance generator of the special co-DH
problem based on the same I.
We see the following properties of G and G′:
– R in the instance (R, R′, P ) from G is uniformly distributed over the l-torsion points
group E[l].
– R′ in the instance (R, R′, P ) from G is uniformly distributed over 〈R〉.
– P in the instance (R, R′, P ) from G is uniformly distributed over E(Fq) ∩ E[l] (the
eigenspace of eigenvalue 1).
– Q and Q′ in the instance (Q, Q′, P ) from G′ are uniformly and independently dis-
tributed over the eigenspace of eigenvalue q mod l.
– P in the instance (Q, Q′, P ) from G′ is uniformly distributed over E(Fq)∩E[l] (the
eigenspace of eigenvalue 1).
For an instance (R, R′, P ) from G, we can efficiently compute Q′′ = (φ − [q mod
l])R and Q′′′ = (φ − [q mod l])R′. Then the constructed distribution (Q′′, Q′′′, P ) is
statistically close to the output distribution (Q, Q′, P ) of G′. Moreover, since (φ− [q mod
l]) is homomorphic, we easily see logR R
′ = logQ′′ Q
′′. Thus we obtain the following
proposition.
Proposition 1. There exists an efficiently computable algorithm that takes a co-DH prob-
lem instance (R, R′, P ) from G and outputs a special co-DH problem instance (Q, Q′, P ),
and whose output-distribution is statistically close to that of G′. Moreover the solution of
(Q, Q′, P ) is simultaneously that of the corresponding (R, R′, P ).
Assume that we have an algorithm A for the special co-DH problem instances from G′.
Then we construct an algorithm B for the co-DH problem instances from G as follows:
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Let (R, R′, P ) be an input to B (a co-DH problem instance from G). Then, by using
Proposition 1, we have a special co-DH problem instance (Q, Q′, P ). Then we input
(Q, Q′, P ) to A and obtain an output P ′ from A. We note that if the output P ′ is a
correct solution of the special co-DH problem instance (Q, Q′, P ), P ′ is also a correct
solution of the co-DH problem instance (R, R′, P ). Finally B outputs P ′ as a solution of
(R, R′, P ).
That is, we have the following theorem.
Theorem 2. Assume there exists an efficiently computable algorithm that correctly solves
the special co-DH problem instances from G′. Then there exists an efficiently computable
algorithm that correctly solves the co-DH problem instances from G.
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